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Your employees are your first
line of defense when it comes
to protecting your business
from cyberthreats. Human
error is one of the single
biggest culprits behind cyberattacks. It comes down to
someone falling for a phishing
scam, clicking an unknown link
or downloading a file without
realizing that it’s malicious.
Because your team is so
critical to protecting your
business from cyberthreats,
it’s just as critical to keep
your team informed and on
top of today’s dangers. One
way to do that is to weave
cybersecurity into your existing
company culture.
How Do You Do That?
For many employees,
cybersecurity is rarely an
engaging topic. In truth, it can
be dry at times, especially
for people outside of the
cybersecurity industry, but it
can boil down to presentation.
That isn’t to say you need
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to make cybersecurity
“fun,” but make it interesting
or engaging. It should be
accessible and a normal part
of the workday.
Bring It Home For Your Team.
One of the reasons why people
are often disconnected from
topics related to cybersecurity
is simply because they don’t
have firsthand experience with
it. This is also one reason why
many small businesses don’t
invest in cybersecurity in the
first place – it hasn’t happened
to them, so they don’t think it
will. Following that logic, why
invest in it at all?
The thing is that it will
eventually happen. It’s never
a question of if, but when.
Cyberthreats are more
common than ever. Of course,
this also means it’s easier
to find examples you can
share with your team. Many
major companies have been
attacked. Millions of people
have had their personal data
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stolen. Look for examples that employees can relate
to, names they are familiar with, and discuss the
damage that’s been done.
If possible, bring in personal examples. Maybe you or
someone you know has been the victim of a cyberattack, such as ransomware or a data breach. The
closer you can bring it home to your employees, the
more they can relate, which means they’re listening.
Collaborate With Your Employees. Ask what your
team needs from you in terms of cybersecurity.
Maybe they have zero knowledge about data security
and they could benefit from training. Or maybe they
need access to better tools and resources. Make it a
regular conversation with employees and respond to
their concerns.

“Creating a positive, educational,
collaborative environment is the
best way to make cybersecurity
a normal part of your company
culture.”
Part of that can include transparency with employees.
If Julie in accounting received a phishing e-mail, talk
about it. Bring it up in the next weekly huddle or allcompany meeting. Talk about what was in the e-mail
and point out its identifying features. Do this every
time phishing e-mails reach your employees.
Or, maybe Jared received a mysterious e-mail
and made the mistake of clicking the link within
that e-mail. Talk about that with everyone, as well.

It’s not about calling out Jared. It’s about having a
conversation and not placing blame. The focus should
be on educating and filling in the gaps. Keep the
conversation going and make it a normal part of your
company’s routine. The more you talk about it and the
more open you are, the more it becomes a part of the
company culture.
Keep Things Positive. Coming from that last point,
you want employees to feel safe in bringing their
concerns to their supervisors or managers. While
there are many cyberthreats that can do serious
damage to your business (and this should be stressed
to employees), you want to create an environment
where employees are willing to ask for help and are
encouraged to learn more about these issues.
Basically, employees should know they won’t get into
trouble if something happens. Now, if an employee
is blatantly not following your company’s IT rules,
that’s a different matter. For the day-to-day activities,
creating a positive, educational, collaborative
environment is the best way to make cybersecurity a
normal part of your company culture.
Plus, taking this approach builds trust, and when you
and your team have that trust, it becomes easier to
tackle issues of data and network security – and to
have necessary conversations.
Need help creating a cybersecurity company culture
that’s positive? Don’t hesitate to reach out to your
favorite managed services provider, Meeting Tree
Computer! We can help you lay the foundation for
educating your team to ensure everyone is on the
same page when it comes to today’s cyberthreats.

Your Tech Tip of the Month

Why Your Business
Needs Backups

In this day and age, one of the most valuable commodities
in business that needs protection is data. Critical data is
your treasure. Computers and network equipment can be
replaced. Even facilities can be relocated or temporary ones
can be set up in the event of a disaster. But what happens
when your data gets destroyed?
Lost data is not so easily replaced and, if the loss is significant
enough, it can end up causing the death of your business.
Fortunately, it is fairly easy to copy and store your data
elsewhere so it can be securely accessed and recovered in the event of a disaster, loss or compromise.
If you are unsure of how secure your pirate treasure and ship is, contact us today. Read more here:
www.meetingtreecomputer.com/tech-tip-56-data-backup-why-is-it-important-for-your-business/
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Oh Boy… This Just Happened
While the act of faking content is not new, deepfakes leverage powerful techniques from machine
learning and artificial intelligence to manipulate or generate deceptive visual and audio content.
How bad are deepfakes? Well, how
about creating deepfake photos of
your daughter's cheerleader rivals
depicting them naked, drinking,
and smoking, and then sending
it to their coaches so they will be
kicked off the team.

somebody else - usually a public
figure such as a celebrity. Software
can make an actor’s face look like
the famous person’s face.

Sounds crazy? That just
happened…

There is a real potential for this
kind of technology to be used in
the wrong way and this raises
all kinds of moral and ethical
questions.

If you didn’t know, a deepfake is a
video or photo that’s been created
in the (scarily accurate) likeness of

It’s led us to think recently, have
we gone too far in some areas? Is
technology developing because

there is a real need for things? Or
are we being tricked into thinking
we need them?
We’d love to hear your thoughts
on this.
While we’re on the subject, what
future tech do you think they
really need to hurry up and
develop? What devices, gadgets
or technology would really make
your day-to-day life a lot easier?

Did You Know…
About Spoofed Wi-Fi?
Do you usually connect to public Wi-Fi when you’re in a coffee shop,
mall, or other public place?
Next time you’re about to do so… pause to consider whether the
connection is genuine.
Cyber criminals create spoofed access points which sit between you
and the real connection. Many people fall for these as they look just like
the real deal.
But once you connect to a spoofed Wi-Fi network, these criminals have
access to all the information you’re sending and receiving on your
device. That could be passwords and login information, financial details,
and even customer records.
It’s estimated that around a quarter of all public access points are
spoofed. Think before you connect.
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Your Office Is On Fire.
What Do You Save?
A horrendous
thought, and
thankfully it doesn’t happen to
many businesses. But say it did
happen to yours. Nobody’s hurt
or at risk. What would you want
to save from the office?
It has to be your data, right?
After all, it is the most valuable
asset in your business. Without it,
there would be no business.
But what if you’re too late? What
if your server was the first thing
to go? And of course, any paper
files you had have gone up in
smoke. What then?
Have you got a working backup
to rely upon? Assuming you do,
when was the last time it was
checked, and the data verified?
This really is a daily job.
Are there other things that you
thought you’d get around to?

Like creating an inventory of
your devices. Or moving all your
paper files online?
These are just a few of the
jobs that you need to make a
priority now if you want a solid
disaster recovery plan. Because
if a major problem strikes and
you don’t have a safety net, it
really could be goodbye to your
business.
Talk to us about creating a
disaster recovery plan for your
business. We can tell you the
things you need to implement
to give you the best possible
chance to bounce back from a
crisis.
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Or check out our brand new
guide “Crisis, Your Office Is On
Fire”. You can find a link to the
online PDF at the bottom of this
page.

Crisis: Your Office Is On Fire

This is something none of us wants to
experience. But it does happen.
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So here’s a question for you– if there had
been a fire in your office last night, what
would you wish you’d got round to doing
yesterday?
Think about all your computers and specifically the data on them. Is
your data as protected and backed up as it could be?
Are you triple sure of that?
Read our brand-new guide now. It’ll show you the things you need to
make a priority to keep you protected from any disaster.

Instantly Download Your Free Copy Now:

Submit Your Question Here:

mduci@meetingtreecomputer.com

http://bit.ly/MTC-DRBC-PDF

This is how you can get in touch with us:
call: 845-237-2117 | email: info@meetingtreecomputer.com
website: www.meetingtreecomputer.com
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