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Are you ready to thrive in 2022?

speed as their competitors.

Considering all that has
happened over the past 18+
months we look to the new year
with both optimism and growth
in mind. We hope that you feel
the same. Without knowing
what your exact plans are for
the upcoming year (unless
of course, you have already
shared them with us), we can’t
stress enough how crucial it is
to include tech- and IT-related
resolutions in support of your
2022 growth strategy.

There are two main points
of focus that will help your
business thrive in 2022:

Although an up-to-date
technology strategy might
not be the first thing that
comes to mind when you're
thinking about growing your
business, innovation and
digital transformation are the
backbones to efficient and
effective business operations
and will give your business
the sustainable competitive
advantage it needs to thrive
in today's interconnected
world. In fact, studies show
that businesses that adopt
innovative tech strategies often
grow their revenue at twice the
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• Hybrid Collaboration, and
• The Battle Against
Ransomware
1. Hybrid Collaboration
Who could have predicted
that we’d all be sending our
employees home in 2020 and
that this working from home
would become the new normal?
Since then, we may have set
dates for a full-time return to
the office, but many business
owners have found themselves
operating in some sort of hybrid
work environment in which
part of the staff works mostly
from home while others have
returned to the office 5 days
a week.
To carry over the lessons
learned from remote work
during COVID-19 into your
business plan going forward,
remote training, virtual
meeting tools, and appropriate
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hardware are essential to helping your employees
perform successfully in a remote work environment.
Factors to consider this year are:
• Connectivity tools that allow employees access to
company data and network
• Technology that promotes effective and efficient
home offices (printers, VoIP phone systems, etc.)
• Communication tools, such as video conferencing
software, team chat and share, and hardware that
connect remote and in-office employees and allow
them to collaborate successfully. And,
• Cybersecurity measures that protect shared
company files and/or private customer information.
Speaking of which...
2. The Battle Against Ransomware
Between 2019 and 2020, ransomware attacks rose by
62% worldwide and by a mind-blowing 158% in North
America (PBS Newshour 2021). Regardless of how your
team’s work environment will develop and formalize
itself, these numbers make strong security strategies
crucial for 2022.
Today we highlight 4 approaches to help you prepare
for battle.
Use Multiple Layers of Cyber Security Protection
There is no security approach that covers every hole or
flaw that cyber security threats are looking to exploit.
The best way to keep your organization protected is
by putting multiple layers of security in place to cover
as many gaps as possible. By using multiple programs
and layers, you will ensure that each individual
component of your cyber security program is being
backed up by the next.
Your first line of defense should be a firewall. Firewalls
help monitor incoming and outgoing traffic and work
as a barrier between networks you can trust and
those that you can't. They shield you from malicious or
unnecessary network traffic.
Multifactor authentication is an important layer as
well. 2FA prevents cyber-attacks that might otherwise
pass by weak or compromised passwords. By sending
a verification code to text or email 2FA verifies that
it is indeed the correct person that is trying to access
the network. Creating a basic line of defense against
malicious intruders.
Employee Security Training
The cyberworld is complicated. According to information
from the UK Information Commissioner's Office, 90% of
data breaches are the result of human error.
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Implementing security software is a must when putting
together a strong cyber defense strategy. However, as
said in the previous paragraph, none of them are 100%
foolproof. Running a cyber security-aware business
means training your employees to be(come) threat
aware and making sure that they are comfortable and
confident in dealing with social engineering scams and
schemes that slip through the cracks and end up in
their email inboxes.
As we all know, an ounce of prevention is worth a
pound of cure.
Back-Up Your Data
And then there remains the unexpected to be
considered. If despite everything that you put in place,
a natural disaster strikes or an employee makes a
devasting mistake, and your data has not been backed
up your business could be in big trouble, sensitive data
could be lost forever, often resulting in lost time and
money. Customers will be upset if you lose information
pertaining to them possibly resulting in loss of brand
reputation and customer loyalty.
Make 2022 the year in which you prepare for disaster.
Talk to your IT partner (us) about a data backup
strategy that makes sense for your business and get
together with your team to create a Disaster Recovery
Plan. This might not be your idea of a fun time, but
we promise it will be time well spent. If you need help
getting started, or if you're not sure what should be
included in such a plan, we have templates that you
can adapt to suit the needs of your business.
Talk to Your Insurance Agent
A data breach at a small business can end up costing
thousands of dollars in customer notification expenses,
legal fees, and fines or settlements alone. Contrary to
popular belief cyber breaches are not covered under
your GL insurance policy. Even if you have added a
cyber endorsement to your policy your risk coverage
is most likely not enough. Talk to your insurance agent
and ask him/her about getting a separate cyber
liability insurance policy for your business. It is the only
way to cover these costs and to give your company
a fighting chance against the ripple effects of a data
breach.
As you refine your 2022 strategic objectives and
finalize plans to make your business ever more
successful, make sure to add IT and IT security to
your growth strategy. We know balancing productivity,
security and budget can be hard, but that's what we're
here for. So let us be a part of your strategic planning
process and help your business thrive. We are only a
phone call away.
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Your Tech Tip of the Month

Why Your Business Needs
a Data Security Policy

It happens often: business owners forgetting about the human
element in data protection. Many are simply focused on
implementing technical safeguards, such as anti-virus/malware
software, firewalls, encryption etc. However, implementing
administrative safeguards, policies & procedures, outlining data
privacy and security, is just as important and adds a crucial layer
of protection to your security stack.
This blog post covers 8 elements your data security policies should
include to help protect the privacy of the data entrusted to you.

https://www.meetingtreecomputer.com/tech-tip-71-why-your-business-needs-a-data-security-policy/

Work Smarter,
Not Harder

Whether in work or life, most of us
strive to accomplish more in less
time. Wouldn’t it be mice to do in
a few hours what is used to take
you half a day? What if you could
streamline the low-value tasks so
you could focus only on the more
high-value stuff? What if you could
declutter your to do list?
Being productive means taking
control of your time management,

implementing structures into
menial tasks, optimizing your daily
habits and leveraging digital tools.
If you feel like your days are
bogged down with busywork,
you should look into business
automation tools. These will
help get your business back
on a profitable track while also
alleviating stress. Automation
tools are available to boost nearly
any aspect of a business. Google
Workspace and Office 365 can
help with various tasks, Mailchimp
and Constant Contact can make
e-mailing a breeze and FreshBooks

can help automate billing. If you’re
not using any automation tools
in your business, you should start
now. Do your research and find
the programs that will benefit your
business the most.

Do You Really Need a Password Manager?
If you and your team aren’t already using
a password manager for your business
software and applications, is it worth the
time and expense of setting one up?

Using long randomly generated passwords
is one of the fundamentals of good data
security. But those passwords are a
nightmare to remember and type in.

In short, yes… yes… YES!

Your password manager can not only create
very strong passwords, but it will store and
encrypt them, and even log you into your
accounts at the click of a button. They
improve security and make your life easy at
the same time.

A password manager is a great way to
protect your business from fraud and
cyber-attacks. And as cyber-crime grows
and malware attacks increase (which
they will continue to do this year), your
business should be implementing as
much protection as it can to keep your
data safe.
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Drop us an email if you’d like a recommendation
for a specific password manager.
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Flying Cars and Robot Servants?
Here’s a fun topic of discussion for
you and your team – what do you
think technology will look like in 10
years’ time?

Think back to 2012… our
smartphones weren’t as smart
as today. We certainly didn’t
live in the cloud like we do now.
And there wasn’t an app for
everything you could possibly
think of.
We’ve come a very long way in
just a decade. And I believe the
speed of progress is going to
increase between now and 2032.
We’ll become even more reliant
on our phones, as they do more

and more things for us without
having to be asked. For example
– when your phone knows you’ve
got an appointment to drive to,
it can tell you when to get going
based on current traffic. It’ll
unlock your car as you approach
it, and the destination will already
be loaded into the GPS.
What about your day-to-day
computer? It will be so much
faster than today – able to do
virtually any routine job in an
instant. It’ll probably have some
kind of AI (Artificial Intelligence)
built in. Quite possibly it will start
to make predictions about what
task you’ll be doing next and
prepare itself automatically for
that task to speed things up
again. For example, it might learn
that you always look at social
media after checking your email.
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Of course, this is all just
speculation. I’m looking forward
to finding out. What do you think
is going to happen to tech in the
next decade? Flying cars and
robot servants? …

Your 2022
Productivity Super Guide
Ready to make this a wildly successful year for
your business?
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To shake off old memories and focus on increasing
sales and profitability? Excellent.
A great place to start is helping you and your team to get more done in
less time.
We’ve pulled together a productivity super guide, looking at setting goals,
collaboration, and communication. And of course, it lists our most highly
recommended productivity tools.

Submit Your Question Here:

mduci@meetingtreecomputer.com

Download your guide instantly:
https://www.meetingtreecomputer.com/files/2021/12/January-2022Productivity-super-guide-meeting-tree-computer.pdf

This is how you can get in touch with us:
call: 845-237-2117 | email: info@meetingtreecomputer.com
website: www.meetingtreecomputer.com
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