
With inflation rising, life is 
extra expensive right now. 
And as you're planning for the 
upcoming year, you might be 
looking for ways to cut costs, 
including those budgeted for IT. 
 
Here are five effective ways to 
reduce technology costs without 
sacrificing quality, productivity, or 
security. Let's take a look at them:
 
1. Consolidate Your Vendors
IT costs can quickly add up, 
especially for small businesses 
that don't have the same 
economies of scale as larger 
companies. Consolidating your 
vendor services will make 
managing and maintaining 
your IT infrastructure more 
straightforward and cost-
effective. 

How so? 

By consolidating large(r) 
portions of your IT infrastructure 
needs to a single or a limited 
number of vendor(s) you will 
increase your negotiating 
power. Ask your current vendor 

if there are any cost reduction 
or discount opportunities and 
see what they offer. And if 
you're up for contract renewals, 
you can also try renegotiating 
the terms.

2. Reduce Unexpected 
Costs with Technology Risk 
Management 
Business today relies heavily 
on technology. However, IT 
systems are susceptible to risks. 
Unexpected events, such as 
hardware and software failures, 
human error, data loss, and 
cyber-attacks, can result in 
costly downtime. Not only are 
there the direct costs of repairs 
and recovery to consider, but 
the indirect cost of lost business 
and profits can be considerable. 

A robust risk management 
plan helps prevent longer-
than-necessary downtime and 
unnecessary financial losses 
resulting from these events. 

Remember, an ounce of 
prevention is worth a pound of 
cure, so plan now, to save later. 
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3. Standardize Your Infrastructure
One of the easiest ways to cut costs is by standardizing 
your IT infrastructure. This could be by giving everyone 
on your team the same type of hardware and software 
applications.

Every time you introduce something new into your 
organization, it adds a new layer of complexity. You 
have to train your employees on how to use that device 
or application and ensure that all of them are on the 
same page.

By standardizing your infrastructure, you ensure 
there's consistency across your organization, your IT 
operations will become more efficient and easier to 
manage, and you will put your business at less risk of a 
security breach.

4. Move to Cloud-Based Solutions 
For many businesses, the most significant expense 
of their IT budget is the maintenance and upkeep of 
their on-site IT infrastructure. By moving to a cloud-
based solution instead, you no longer need to invest in 
costly (and often unnecessary) on-site servers and hire 
expensive IT staff to maintain them. 

In addition, your team can access and share all data and 
applications from any internet-connected device at any 
time: improving productivity while you only pay for the 
infrastructure, applications, and data storage you need. 
 
5. Reduce Personnel Cost 
In today's business world, the cost of hiring, training, 
and managing personnel can quickly become a drain 
on resources. One way to reduce these costs is by 
outsource support services. By hiring an external 
company to provide these services, you avoid paying 
salaries, benefits, paid time off and funding for ongoing 
training expenses. 

Outsourcing IT support in particular, avoids the hassle 
and expense of managing an in-house team of experts. 
A team that would require ongoing training to keep up 
with the changes in technology, who would need to be 
available after hours to answer questions, implement 
security patches and updates, and be available on 
a moment's notice when an emergency strikes your 
network that needs immediate attention. 
 
People like that don't come cheap. For example, 
the average annual salary for a full-time, level 1 IT 
technician in Orange County, NY, is $51,000 (Indeed.
com), not including 401Ks, healthcare insurance, and 
other benefits. 

And this guy/gal is then only a one-person show ... 
 
Conclusion: 
As much as your business relies on computers, 
software, and other forms of technology, it can be a 
considerable expense with a seemingly limited ROI. 
Luckily, as discussed above, there are several ways 
in which you can cut your IT costs without sacrificing 
quality or productivity.

And keep in mind that, although ROI might not always 
be immediately visible, investing in technology can, in 
fact, significantly reduce other operational costs and 
increase profitability when properly implemented. With 
help from a trusted IT partner, technology can reduce 
material costs, save time, save money on office space, 
and give your company an edge over your competition. 

Get in touch if my team can help you free up money
in 2023?  

If you’re looking to boost Wi-Fi speeds across a large site, you 
may have considered a mesh router system. It’s a series of 
devices working together to provide better coverage.

Now, after three years in the making, Google has updated its 
Nest Wi-Fi Pro mesh router. Not only does it look sleeker, but 
it’s faster, with the very latest connectivity.

It constantly analyses network performance and optimizes 
connections too. If you have speed issues or Wi-Fi dead zones, 
get in touch. We can advise what kind of technology would 
best suit your business premises.

Technology Update: 
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Anyone 
active 
on social 
media has 
seen those 
seemingly 
harmless 
quizzes 
that 
someone 
in your 

newsfeed takes and then shares…the ones that ask you 
to enter your first name, your middle name and the 
street you grew up on to create your “new name.” Joe + 
Schmo + Blow Avenue = your stripper name.

Turns out they aren’t so harmless.

Hackers are known to use this info to get past firewalls 
into your accounts (financial or otherwise) by filling in 
answers to gain passwords.

They can also use this information to hack into your 
profile. Then, by controlling your account, they are 
able to reach out to friends and colleagues, sending 
messages as you, which can quickly damage your 
reputation.

According to the FTC, customers in 2021 reported 
losing about $770 million to fraud that started on 
social media. 

The best way to avoid these scams is to just be wary. 
Be careful of oversharing online. Does something 
seem too good to be true? Is your “friend” speaking 
in an unusual way? Reach out offline. Know that only 
scammers ask for money via a wire transfer or gift 
card. And if you really can’t resist a fun online quiz 
(because everyone else is taking it), just make up the 
answers.  

If you do notice a scam, report it to the BBB Spam 
Tracker and ReportFraud.ftc.gov and help others.

We put a lot of effort into protecting our clients from 
online security threats. As part of our service, we 
always advise our clients to install software updates 
as soon as they become available and support them 
through the process where they need help.

But if you visit a website that asks you to install an 
Adobe Flash update… STOP!

Flash was discontinued in 2020 and is no longer 
supported, so you should assume that any Flash 
update messages will be a security threat.

Currently, fake Flash messages are being used as 
a cover for a new 'botnet' campaign that installs 
a malicious browser extension called Cloud9. So, 
you could be a target if you use Google Chrome or 
Microsoft Edge.

A botnet forms a group of infected devices that steal 
sensitive data, send spam, or perform attacks without 
the owners' knowledge. Worse still, the Cloud9 botnet 
will attempt to install additional malware onto your 

device or network if it's not stopped in time. This 
attack is hard to spot because it looks like a genuine 
request, and just about anyone can become a target. 

But there are things you can do to protect your 
business.

First, make everyone aware of the threat. If your 
people know what to look out for, it's less likely that 
they'll install the update in the first place.

Next, ensure everyone's running the latest browser 
version and that all security software is up to date.

Finally, enable Enhanced Protection in your browser's 
Privacy and Security settings. This will warn you if you 
stumble upon a risky website or download.

If a Website Asks You 
to Install an Adobe Flash 

Update… STOP!

What Is Your Stripper Name?

PAGE 3MTC TECH TALK

https://www.ftc.gov/news-events/news/press-releases/2022/01/ftc-finds-huge-surge-consumer-reports-about-losing-money-scams-initiated-through-social-media
https://www.bbb.org/ScamTracker
https://www.bbb.org/ScamTracker
https://reportfraud.ftc.gov/#/


First, check if you have any 
updates and run them. If that 

doesn’t fix the problem, it may be 
that you have outdated network 
drivers, a faulty network card, or 
security software that’s blocking 

the connection 

My laptop keeps 
disconnecting from my 

Wi-Fi. Can I stop this 
happening? 

This is a frustrating
problem, but an easy fix.

Right click the file you want to
open and select ‘Open with’
then ‘Choose another app’.

Then check the box that says 
‘Always open with this app’

My files keep opening
in the wrong applications. 

Help! 

It may be that you need
to update your graphics drivers.

If you know the brand and model,
go to the manufacturer’s website
and download the latest update.

If that doesn’t work, drop
us a message

The display on my 
monitor suddenly looks 

low resolution. Why?

Much of our time this year has been spent 
working with our clients, making sure 
they’re ready to fend off newly emerging 
cyber threats or malware strains.

So to look back at the year, we thought 
we’d round up what many experts agree 
has been the nastiest malware of 2022.

At the top of the list is Emotet. Chances 
are you haven’t heard of it by that name, 
but it’s a trojan that’s spread by spam 
email. It usually looks like a genuine 
email with familiar branding, but it tries to 
persuade the recipient to click a malicious 
link (using language like ‘your invoice’ or 
‘payment details’. It may also look like it’s 
from a parcel company). This malware 
goes through your contact list and sends 
itself to family, friends, colleagues, and 
clients. Then it looks less like spam, 
because it came from your email account.

In second position is LockBit. This is 
ransomware that’s designed to block 
access to your files and systems when 
cyber criminals encrypt them. They ask 
you to pay a ransom for the decryption 
key (which often they still don’t hand 
over, even when you’ve paid).

This is a targeted attack that spreads itself 
across a network once it’s infiltrated one 
device. In fact, it can ‘live’ for weeks inside 
a network before the attack is launched.

In third place is Conti, another form of 
ransomware, and in forth position is 
Qbot, a trojan designed to steal banking 
information and passwords.

It may all sound scary, but there’s plenty 
you can do to give your business greater 
protection from these threats:
• Keep your entire network and all 

devices updated

• Don’t download suspicious 
attachments or click links unless 
you’re certain they’re genuine

• Practice strong password hygiene, 
including multi-factor authentication, 
password managers, biometrics, and 
Passkeys where available

• Give your people access to only the 
systems and files they need. Remove 
ex-employees from your network 
immediately

• Create and regularly check back-ups

• Educate your people regularly

We can help with all of this – just get in 
touch! 

December is a month when many of us 
take time to plan for the year ahead.

But instead of looking at your forecasts 
for the next 12 months, we’d like you to 
think about what’s coming up over the 
next decade.

Will you keep up? Will you choose the 
right tech?

Here’s our guide to the 8 tech trends that your business needs to be ready for: 
https://www.meetingtreecomputer.com/files/2022/11/Technology-the-next-10-
years-meeting-tree-computer.pdf

This is how you can get in touch with us:

Submit Your Questions Here:Submit Your Questions Here:
mduci@meetingtreecomputer.com

8 Tech Trends You Need to Be Ready For

A Year in 
Malware
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