
PII. You've probably heard the abbreviation before. But how much do 
you really know about this important term and keeping it secure on a 
daily basis?

Here is your crash course on PII.

What Is PII?

PII stands for Personal Identifiable Information and includes things like 
names, home address, phone number, email, driver's ID, Social Security 
number, and all other information that can be used to identify people as 
individuals.

Whether kept on servers or sent through email, nearly every business 
or organization controls manages, transmits, or stores personally 
identifiable information of employees, customers, clients, students, 
patients, or others. And with this comes the responsibility to protect it 
from unauthorized access and use. 

Threats Against PII

What does it mean when we say "unauthorized access and use"? 

Although we tend to think of data threats as guys in hoodies hacking into 
our networks, data security threats can come from a variety of sources, 
including insider threats, natural disasters, human errors, and, yes, hackers. 

Data breaches result from ANY event in which sensitive, confidential, 
or otherwise protected data is accessed, viewed, stolen, or used by an 
individual or entity that is not authorized to do so. They can have severe 
consequences for businesses and consumers alike, including financial 
losses, compromised identities, and damaged reputations.

Here are some noteworthy data security threats that your organization 
faces every day: 
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• Data Scraping: The collection of data from websites or 
other sources without authorization

• Phishing Scams: Someone posing as a legitimate 
company or individual to obtain sensitive information

• Malware Threats: Malicious software that penetrates 
networks and systems to steal data or gain control of

• a system 
• Doxing: The searching and publishing of personal 

information about an individual without their consent, 
usually with malicious intent 

• Accidental data loss or destruction by employees. 

Although often highly underestimated, we all understand 
that files, aka data, can get corrupted and lost due to 
human error, but why do cybercriminals make it a sport 
to set us up for failure? Why do they go after the personal 
identifiable information (PII) your business collects and 
manages? What's in it for them? 

Cybercrime is BIG business, and there's no end to what 
someone can do with your personal information. They 
can make purchases with your payment details, use your 
streaming account for entertainment with your email 
address, or even receive free medical care using your social 
security number. With access to enough data, criminals 
can make thousands, or even millions of dollars, simply by 
selling it to other criminals on the dark web. Additionally, 
they can use stolen data to gain access to corporate 
networks and steal valuable intellectual property or other 
sensitive information.

In other words, PII is a gold mine for nefarious actors. And 
as hacking tools are cheap and there is money to be made, 
threats will continue to grow. PII is the most expensive data that 
can be compromised in a breach. In fact, in 2021, data breaches 
that compromised credentials cost a total of over $4M.

Protecting PII

Unfortunately, it's not easy to protect PII from unauthorized 
access. Hackers make it their craft to learn how to breeze 
past your (bare-minimal) security measures to get into the 
accounts that really matter.

Equipping all of your Internet-connected devices with 
auto-scanners and firewalls helps to detect unusual network 
activity, so you can take immediate action against the intruder.

Two-factor authentication requires you to verify your 
identity through some unconnected means, so even a 
hacker with your password will not be able to seize your 
accounts. Instead, you'll get an alert about an attempted 
breach and know right away that something isn't right.

Encrypting, or scrambling it into an unreadable 
format, data while at rest or in transit helps protect the 
confidentiality of digital data either stored on computer 
systems or transmitted through a network like the Internet. 

Furthermore, security awareness training is a form of 
education that seeks to equip everyone on your team with 
the information they need to protect your organization's 
assets from loss or harm. Although it may not be required 
from a compliance perspective, training reinforces 
that cybercriminals constantly try to trick people into 
compromising PII through phishing attacks, account 
takeovers, or other well-known scams. 

There are regulations to standardize the protection of 
private information. These requirements vary depending 
on the industry and state you work in; for example, HIPAA 
covers data compliance for those who work in healthcare, 
the FTC safeguard rule requires non-banking financial 
institutions, such as mortgage brokers, motor vehicle 
dealers, and payday lenders, to develop, implement, and 
maintain a comprehensive security program to keep their 
customers' information safe, and if you're a government 
contractor, then you'll need to know about handling 
controlled unclassified information (CUI).

All this may sound confusing, which is why you should solicit 
help. Talk to a trusted IT support partner about how to best 
protect your data and ask them to help you familiarize 
yourself with compliance regulations applicable to your 
business. 

Remember that, regardless of how the PII under your care 
is lost, your business could face far-reaching consequences: 
downtime, fines, litigation expenses, remediation and the 
costs of implementing better systems, the loss of customer 
loyalty, and the damage of negative publicity.
 
Don't have an MSP on speed dial at the moment? Call us at 
845-237-2117 and let us show you how we can help. 

What would it take to replace Google as your first-choice search 
engine? 

Microsoft is reportedly planning to launch a version of their Bing 
search engine that uses ChatGPT to answer search queries. 

ChatGPT is a natural language processing tool that allows users 
to have human-like conversations with an AI chatbot. It’s like 
having your personal genie in a digital bottle, always ready to 
offer a helping hand. 

Monthly Technology Update

PAGE 2MTC TECH TALK



March 2nd is World Teen Mental Wellness Day. 

Did you know that young people spend an average 
of 6.5 hours a day on cell phones, computers, and 
other devices? That doesn't include the time they 
use screens for school and homework. What is the 
impact all these hours are having on the stress and 
anxiety levels that teenagers are experiencing? 

Through personal stories and input from leading 
researchers, SCREENAGERS examines the real 
risks of failing in school, social isolation, and 
digital addiction, it explores solutions to handle 
screen time and provides parents with tools to 

help young people develop self-control and find balance in their digital lives.

Check out https://www.screenagersmovie.com/. You'll find lots of helpful information, blog articles, tech tips, 
and podcasts. We love this website! 

Lots of us take our health seriously – as a new year’s 
resolution, anyway – and it’s good to spend time 
thinking about whether you’ve been looking after 
yourself (and better still, doing something about it). 
Your doctor would probably like to see you once a 
year for a health check, just to pick up any small 
problems and stop them getting worse.

It’s exactly the same principle with your technology.

So why not book in for an IT check-up, to make sure 
everything’s in great shape for the journey ahead? 
You do this for yourself, you do it for your car, and 
it’s a good plan to think the same way about your 
workplace tech. Because it might have to work pretty 
hard in the year to come.

Getting everything checked out now will pay dividends 
later. It’ll help to pick up any minor-but-urgent fixes 
that could help prevent a disastrous breakdown in 
a few months’ time. Sometimes a simple software 
update will speed things up dramatically – which 
means less time watching the egg timer!  

If there are bigger, but non-urgent jobs that you can 
safely leave for another day, a check-in will tell you 
that too.

And if you’re all good to go, you can carry on with 
confidence.

It may even be a great time to think about new 
technology and prioritize your IT projects. Do you 
know what you need to prepare for if you want your 
system to develop as your business grows? That 
could be something as simple as switching to cloud 
storage, or it could be a larger project, such as digital 
transformation.

IT experts carry out top-to-toe IT health checks for 
all kinds of businesses, and should give you honest, 
jargon-free advice on the best solutions for a trouble-
free tech set-up.

Don’t have an IT support partner like this on speed 
dial at the moment? Get in touch and book your 
check-up with us.
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We talk a lot about 
strong passwords. It’s 
kind of our job. But 
they’re really important 
if you want to protect 
your online accounts and 
keep your data safe. 

So why are we hearing 
that ‘123456’ is still 
the most common 
password? Researchers 
found it used more 
than 100,000 times in a 
recent study. 

‘Admin’ is another 
popular choice, found 
17,000 times, followed 
by the highly creative 
‘root’ and ‘guest’. Often 
these are pre-set default 
passwords which you’re 
supposed to change 

when you first login – 
but too many people 
don’t bother. 

Names – personal 
names, celebrities, 
even football teams – 
are also common, as 
are profanities. One 
swearword cropped 
up 300,000 times in 
the study (we’ll let you 
guess which word it 
was). 

But popular choices 
make for weak 
passwords. A brute 
force attack involves 
throwing thousands of 
passwords at a system. 
So, if you’re using any 
of these examples, it 
wouldn’t take long for 
an attacker to gain 
access to your account. 

A good solution is 
to use a password 
manager. This will create 
long strong, random 
passwords that are 
impossible to guess. 
It also stores them 

securely and auto fills 
them, saving you time. 

Passkeys are about 
to become an ever-
safer solution. These 
could take over from 
passwords entirely – 
Apple and Microsoft are 
already rolling them 
out across their apps 
and accounts. Passkeys 
consist of two ‘keys’: 
One on your device 
and one within the 
application. When they 
connect and recognize 
each other as the right 
fit, you gain access 
to your account… all 
without clicking a button. 

The best part is that you 
never have to remember 
a password. It’s all 
done within your device 
and the application, 
so it’s unlikely that a 
cybercriminal will ever 
be able to get their 
hands on your log in 
credentials. And there 
are 123456 reasons why 
that’s a good thing.

On a scale of one to 10, where 1 is awful and 10 is 
amazing, what score would you give them? If the 
answer isn’t “absolutely delighted”, let’s jump on 
a call. 

We’re now accepting new clients again. If you’d like to set up a 15-minute 
exploratory call, go to https://calendly.com/meetingtreecomputer

Sometimes a simple 15 conversation can change your life. This might not be 
that 15 minutes, but it might be great for your business. 

Reach out and let us know how we can help.

This is how you can get in touch with us:

Submit Your Questions Here:Submit Your Questions Here:
info@meetingtreecomputer.com
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