
The evolution of personal mobile devices and the rise of how necessary 
they are to business success are forcing many small business owners 
to make a choice: BYOD or COPE, or "Bring Your Own Device" vs. 
"Corporate Owned, Personally Enabled". 
 
According to Trend Micro, 82% of companies let employees use personal 
devices for work, and most employees love this privilege. 

It's not difficult to imagine that your team will be getting more done 
using their own devices simply because they are more comfortable 
with certain products. For example, if you force someone used to Apple 
products to use a Samsung smartphone, they will likely get frustrated 
and give up when they cannot get the hang of how it works. 

But the headache with BYOD is how to support and secure all of these 
devices. When employees work from their own devices, they introduce 
risks that company-provided devices may not pose, which warrants 
careful consideration. 

While allowing employees to use personal devices for work purposes 
offers convenience and flexibility, it simultaneously exposes 
organizations to potential vulnerabilities. The diverse array of devices 
with varying security configurations and potentially outdated software 
versions creates a challenge in ensuring a consistent and robust security 
posture across the entire network, increasing the likelihood of data 
breaches, malware infections, and unauthorized access attempts. 

An alternative option is COPE, or Corporate Owned, Personally Enabled. 
Under COPE, you buy mobile devices for your employees and lock them 
down securely. Although COPE is definitely more controlled and secure, 
it can get expensive. 
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In truth, many people will use their personal devices for 
work-related tasks, such as checking work emails and 
making calls, regardless of whether you explicitly allow it 
or not. So even if you elect not to use a BYOD program it is 
paramount that you implement a well-thought-out BYOD 
strategy. 

Here are some features that you will want to include: 

Identify Accepted Devices
State which BYOD devices are allowed for work purposes. 
For instance, you may allow the use of personal 
smartphones while requiring employees to use company-
owned computers. 

Detail the compatible operating systems and device 
models that work seamlessly with the required programs 
and apps. It's essential to set minimum device requirements 
for personal devices used for work to ensure compatibility 
and functionality.

Explain Reimbursement Program
If your company offers reimbursement for employees 
using their own devices, specify the criteria for eligibility, 
the amount or contribution provided, and the process 
for receiving the reimbursement. For instance, you might 
reimburse a portion of employees' cell phone bills or home 
internet expenses.

Establish Security Requirements
Outline all the security measures employees are 
responsible for to protect company data and systems. This 
includes specifying the frequency of password changes, 
password strength requirements, two-factor authentication, 
regular device updates, and the installation and updates of 
malware protection software.

Clarify Employee Departure Procedures
Communicate the steps that will be taken when an 
employee leaves the company to safeguard proprietary 
information. This may involve erasing all company apps 
and data from their personal devices.

Create a Binding Agreement
Develop an agreement that ensures employees understand 
and agree to abide by the BYOD policy. Require each 
employee to sign this agreement before they can use their 
personal devices for work purposes.

Implement Cybersecurity Training
Conduct cybersecurity training sessions to educate 
employees about managing security on their personal 
devices. Explain the security programs and measures in 
place to protect company data and employee information. 
Choose applications that prioritize employee data 
protection and privacy.

Discuss Cybersecurity Insurance with Your Provider
If required, provide documentation of your BYOD policy to 
your insurance provider. This should detail how company 
data is protected and your plan for recovering company 
information from a personal device if an employee leaves 
the company.

Implement Monitoring Mechanisms
Establish a system to monitor employees' devices regularly. 
This includes evaluating security compliance, data usage, 
and the effectiveness of the BYOD policy. Consider 
incorporating these assessments alongside employee 
evaluations.

Balancing the freedom of your employees and the security 
of your data deserves your serious consideration. How 
do you give your employees greater freedom, which 
often translates into greater employee retention, without 
sacrificing quality and security standards? What type 
of BYOD policy do you need to implement? What risks 
to data compliance does BYOD introduce? Does Mobile 
Device Management offer sufficient protection, or are you 
simply more comfortable with employees using company-
owned devices despite the added cost and the potential of 
frustrated team members? 

Talk to us (or your current IT provider) about your options. 
There is a lot to consider.

Microsoft has recently announced that it will be discontinuing its Cortana 
app for Windows 10 and Windows 11 later this year. This is after years of 
declining use and popularity for the digital assistant, which was originally 
intended to compete with other AI assistants like Siri and Alexa. 

While Cortana will still be available as part of Windows 10 and 11, the 
standalone app will no longer be supported. Instead, Microsoft is shifting 
its focus towards integrating Cortana into other products and services, like 
Microsoft Teams and Outlook.

Technology Update
We’re Saying Goodbye To Cortana… Sort Of
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Have you ever stopped to question 
what happens to your digital 
footprint? Or what could happen to the 
information you share so freely online? 

Let me draw your attention to a recent 
development. Google, which touches 
nearly every aspect of our digital lives, 
has made a significant change to its 
privacy policy.

Imagine this: Everything you post, 
every public comment you leave, 
every piece of publicly available data 
associated with you could now be used 

by Google to train its AI systems. 
This is not speculation, it's a reality.  
A reality baked into Google's updated 
privacy policy as of July 1, 2023.

Now, you might ask, "What does this 
mean for me?" Well, every bit of public 
information about you can be used 
to improve Google's AI products. This 
isn't just about creating more effective 
algorithms or enhancing machine 
learning. It's about using real-life data 
- your data - to teach machines how to 
think, act and react.

But why should you care? Let me put 
it in perspective. The implications of 
this policy change are far-reaching. It's 
not just about the data you willingly 
put out there, but also about how 
this data can be used, manipulated, 
and potentially exploited by artificial 
intelligence.

This isn't a shift to be taken lightly. 
It's a reality that demands our 
attention, our awareness, and our 
understanding. 

So, what can you do? 

Start by being aware of the 
information you make publicly 
available - and make sure your 
employees do the same. That includes 
the information you share with 
chatbots, especially if it’s sensitive 
business information. And always 
check and question the privacy 
policies of the platforms you use. 

Does this new policy update concern 
you? What will you be doing differently 
online?

According to many experts, we’re going to experience more technological 
progress in the next 10 years than we did in the previous 100. 

If you look back at what’s changed in the last decade, maybe that’s not as 
unbelievable as it sounds.

One area that many of the big tech companies are investing billions in right 
now is developing the metaverse. This is predicted to become the new internet. 
Facebook is so committed to the metaverse, it changed the name of the 
company to Meta. But it’s not alone. Dozens of huge companies are dedicating 
enormous amounts of R&D to it. 

Imagine a massive 3D virtual space which mimics aspects of the physical world. 
We can all meet there at the same time, perhaps using virtual reality goggles or 
augmented reality glasses. 

It seems like science fiction, yet it will happen in some way and at some point. 

Talking about this now is the equivalent of telling an office worker back in 1995 
about the way we work today. 

Who’d have believed back then that within a few decades they could work from home making video calls across the globe 
from almost any device… and they’d be carrying the equivalent of a super computer in their pocket? 

Your Tweets Are Teaching Robots...

Imagine Doing Business in The Metaverse
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As a business owner, it's important that you know what the Metaverse is, how it works, and
how it could impact your business operations. Call us anytime if you have questions. 



Recently, we've seen a concerning trend 
among businesses: cyber security fatigue. 

It's a phenomenon that occurs when people 
become overwhelmed and desensitized to 
the constant barrage of cyber threats and 
security alerts they face on a daily basis.

You may be thinking "My business is too 
small to be a target for cyber criminals". 

Unfortunately, that couldn't be further from 
the truth.

So, how can you tell if your business is suffering from cyber security fatigue? Here 
are a few signs to look out for:

• Your employees are ignoring security alerts or taking shortcuts to get around them
• You've had a data breach or cyber attack in the past, but didn't take significant 

steps to prevent it from happening again
• You're relying solely on antivirus software to protect your business
• You haven't updated your security protocols in a while

If any of this sounds familiar, it's time to take action. Here are a few ideas to help you 
combat cyber security fatigue and keep your business secure:

1. Invest in employee training. Your employees are your first line of defense 
against cyber threats. Make sure they understand the risks and are trained in 
proper security protocols.

2. Use multi-factor authentication. This adds an extra layer of security by requiring 
users to provide additional verification before accessing sensitive information.

3. Keep your software up to date. Many cyber-attacks happen because of 
outdated software that contains vulnerabilities. Make sure all software is 
regularly updated to the latest version.

4. Partner with a trusted IT support partner. They can provide ongoing support 
and monitoring of your systems, ensuring that your business stays secure and 
up to date. If you don’t have a partner, we should talk. 

This is how you can get in touch with us:

Submit Your Questions Here:Submit Your Questions Here:
info@meetingtreecomputer.com

Is Your Team Suffering from 
Cyber Security Fatigue? 

Unfortunately, that excuse doesn’t replenish your 
bank account or resolve a data breach. And it’s 
coming ... 

• That day a hacker steals critical data, 
rendering your office useless ... 

• That day your bank account or credit card is 
compromised ... 

• Or that day your customers’ private lives are 
uprooted ... 

The ONLY way to STOP THEM is to educate yourself 
on how to protect what’s yours so sign up to receive 
our FREE “Cyber Security Tip of the Week.” 

Every tip is packed with a unique and up-to-date real-world solution that keeps 
you one step ahead of the bad guys. Get your FREE “Cyber Security Tip of the 
Week” at https://www.meetingtreecomputer.com/category/tech-tips/

“I Didn’t Know” 
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