
Wintertime can feel like a wonderland. There's hot cocoa, cozy fireside 
conversations, glistening white snowfall… ice storms, power outages, and 
tons of employee sick days. You can't predict the future, but a business 
continuity plan – BCP for short – ensures that unexpected events don't 
slow you down because, in business, every minute counts – literally. 

Downtime costs SMBs $137 to $427 per minute, according to a 2020 IBM 
report, and extreme downtime is the ultimate undoing for many SMBs. 

This month, while you're rushing out to buy flowers or before you settle 
in for a cozy Netflix series, remember to show your BCP some love, too.

What Is A Business Continuity Plan?
It's just like it sounds – a plan to keep your business continuously 
running in the case of an unplanned event like a natural disaster, cyber-
attack, or human error. A BCP outlines processes and procedures your 
company will follow during a crisis. It considers operations, assets, 
human resources, technology, and safety; in other words, it keeps 
necessary functions in your organization running until the disaster is 
handled.

Isn't a disaster recovery plan the same thing?

Disaster recovery plans focus solely on restoring your IT systems. It's 
one – albeit critical – component of your BCP. If a winter storm knocks 
out your Internet, a disaster recovery plan restores data access and any 
IT services you may have lost.

Why A BCP Is Important
Consider a scenario where your office experiences a major fire incident. 
Do you know where and how your employees would work? Could they 
efficiently handle customer calls? Where would your executive team 
convene to make critical, time-sensitive decisions? Beyond addressing IT 
concerns, a BCP is a practical framework for your company's resiliency 
and financial sustainability.
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Moreover, in the eyes of your employees and customers, 
having a BCP communicates a sense of preparedness 
and reliability. Hesitation or faltering in response to an 
emergency can erode the trust of your team and customer 
base and rebuilding that trust can be arduous.

Key Components of a Robust BCP
For a BCP to be effective, it should include several 
fundamental elements applicable to businesses across all 
industries:

Your company's critical functions: What are the must-do 
activities in your business? This could be anything from 
order fulfillment to customer support. Knowing what's 
absolutely critical to your company helps you prioritize 
during a disruptive emergency. Assess the likelihood and 
impact of these risks to understand what you're preparing 
for.

Risk assessment: What types of crises could disrupt your 
business? These could range from natural disasters, like 
floods or earthquakes, to cyber-attacks or a key employee 
leaving unexpectedly. But don't linger too long on this step 
because you can't possibly think through every scenario – 
focus on recovery.

Data backup and recovery: Check (and double-check) 
that all your critical company data is regularly backed up 
and can be restored quickly. Decide on off-site storage and 
cloud backups and establish protocols for data recovery.

Recovery strategies: Develop strategies for each critical 
function and process to recover during a disruption. This 
might include alternative methods of operation, using 
different locations, employing backup systems, etc. Pro Tip: 
ditch wordy manuals and use flow charts and checklists to 
communicate plans to your team.

Recovery team: No Business Continuity Plan (BCP) is 
complete without a dedicated recovery team at its helm. 
This team plays a pivotal role in implementing the BCP and 
ensuring that the wheels of business keep turning even 
in the face of adversity. Comprising key personnel from 
various departments within the organization, the recovery 
team serves as the backbone of the BCP.

Training: A well-structured BCP is only as strong as the 
team responsible for its execution. Training and regular 
meetings are paramount to their success. 
 
However, the training doesn't stop with the recovery team. 
To enhance overall preparedness, training should include 
all employees. Every organization member should be 
well-versed in the steps to take and the protocols to follow 
in the event of an emergency. This not only ensures a 
coordinated response but also instills a sense of collective 
responsibility throughout the organization.

Communication plan: Communication is essential for 
keeping employees, customers, and other stakeholders 
informed during an interruption. Who says what, and 
through which channels? Your communication plan should 
include contact lists, communication templates, and 
methods for distributing information (e.g., e-mail, social 
media, website updates, etc.).

Alternative operations: If your main office isn't usable 
or accessible, where will your teamwork? Do you have 
relationships with alternate suppliers if your primary ones 
are unavailable?

Review your plan regularly: Your business will evolve, and 
so should your continuity plan. The business continuity plan 
should be reviewed periodically, and changes should be 
made as needed. Create a schedule to run drills and update 
your plan regularly. Also, distribute it to everyone who 
needs to know, so everyone knows their role during a crisis.

BCP: A Necessity for Every Business
There is absolutely no company – big or small – that's 
not at risk of a disaster. According to a 2022 threat report 
by ConnectWise, nearly two in three midsize businesses 
experienced a ransomware attack in the last 18 months. 
One in five victims spent $250,000 or more to recover. The 
odds are not in your favor when it comes to business risk.

Remember, the goal of a BCP is to minimize disruption to 
your business and help you get back to normal operations 
as fast as possible. Get with your team and review your 
BCP today. If you don't have one, consider this your sign to 
get it done.

Romance has crossed a new line that sci-fi movies like Her have been hinting at for 
years…AI relationships. 

Apps like Replika, Character.ai and Snapchat’s My AI allow you to transform a chatbot into 
a companion…or lover. In 2018, a Japanese man even married his AI-powered hologram. 
People use AI chatbots to “cure” their loneliness, and the ability to customize interactions 
makes some people appreciate AI as a comforting partner. 

What do you think – is AI a cheap date or harmful to humanity?

Technology Update
A Cheap Date, Or … 
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Guess what's making a comeback? 
An old malware scam, but with a 
twist! Hackers using the “update your 
browser” scam found new ways to hide 
malicious files, making it harder for 
security experts to locate and remove 
them. We’ll see more of this scam, so 
you need to be on the lookout.

Picture this: You're working hard, using 
your web browser, researching the 
next best thing to sliced bread, and 
suddenly, you see a page asking you 
to update you Chrome browser. Your 

training kicks in, and innocently you 
click that update button, and … voila! 
You've just welcomed malware to your 
device. Crafty, right?

Scammers have upped their game 
and are now creating webpages telling 
you that your browser is outdated and 
that you need to download the latest 
version. However, the download link is 
actually a malicious file that contains 

Atomic Stealer. If you download and 
open, you will see a fake installer that 
asks you to enter your administrative 
password, allowing the malware to 
run commands on your computer and 
enabling its stealing capabilities. 

Cybercriminals are always one step 
ahead, leveraging the latest tech to 
exploit us. This scam is just the latest 
example. 

What can you do about it? 

First, remember that no legitimate 
browser – Chrome, Firefox, or Edge 
– will ever hit you with a pop-up 
declaring your browser is outdated. To 
check your browser status, go straight 
to the settings menu. 

Second, educate your team about this 
new scam. Because it goes against the 
usual training of updating applications 
immediately, you’ll need to step in 
and talk to them about how to look 
for signs of the fake browser update 
scam.

We use browsers to do almost 
everything, so this won’t be the last 
time you hear about scams like this. 
Be sure to keep your systems updated 
(via your settings, NOT pop-ups) and 
use a strong antivirus program.

Notifications have become a part of our daily lives. Whether 
it's the ping of a new email, a message from a colleague on 
Teams, or a meeting reminder on your calendar, these little 
nudges constantly battle for our attention. 

But are we reaching a tipping point with notifications?

According to recent research, the answer might be a 
big "YES". The study revealed that the ping, ping, ping 
of notifications from collaboration tools is not only a 

distraction at work but is also taking a toll on our precious 
work-life balance.

Here's our three steps to tackle the notifications dilemma:

1. Set clear boundaries: Make it understood that 
messages should be replied to within working hours. 
Practice what you preach by not sending messages 
outside of your own working hours (schedule send 
where possible) 

2. Reduce tool overload: Evaluate the collaboration tools 
you use. Streamline where possible. 

3. Empower your employees: Teach them to use do not 
disturb, and how to mute non-urgent notifications.

While technology has revolutionized the way we work, it 
shouldn't come at the cost of our wellbeing. 

If we can help you and your team strike a better balance, 
get in touch.

Old Malware, New Tricks

Notifications: Striking A Balance at Work and Home
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Keeping sensitive business data 
safe is a top priority. When you're 
managing a team of employees 
that use PCs, phones, and tablets, 
the importance of encryption can’t 
be stressed enough. 

Encryption is a secret code for your 
digital information. It scrambles 
your data into an unreadable 
format, and only someone with the 
right "key" can unscramble and 
access it. Think of it as a lock and 
key system for your digital assets, 
ensuring that even if someone gains 
unauthorized access to your devices 
or data, they can't make head nor 
tail of it without the key.

Your business likely stores tons 
of sensitive information, from 
financial records to customer data. 
Encryption ensures that even if a 
device is lost or stolen, your data 
remains safe and confidential. 

And there are lots of other benefits 
too…

• Lots of industries have strict 
regulations regarding data 
security and privacy (think 

HIPAA). Encryption helps you 
stay compliant, avoiding 
expensive fines and legal 
troubles. 

• When clients or customers know 
that you take their data security 
seriously, it builds trust. People 
are more likely to do business 
with a company that safeguards 
their information. 

• With the rise of remote work, 
your employees might be 
accessing company data from 
various locations. Encryption 
ensures that sensitive 
information is secure no matter 
where they are. 

• Encrypting your emails 
and messages keeps your 
communication confidential, 
protecting sensitive business 
discussions and strategies.

When you’re setting up encryption 
for the first time you need to think 
about both device encryption and 
data encryption. You also need to 
consider encryption both while data 
is at rest (where it’s stored) and 
when it’s in transit (being sent from 
person to person). And while that 
may sound intimidating, you don’t 
have to do it alone - we can help. 

You may also consider training your 
people on encryption best practice, 
to make sure there are no weak 
links in your team. After all, it only 
takes one false move to leave your 
data vulnerable. Helping everyone 
understand the importance of 
encryption and how to use it 
effectively is a strong protective 
measure. 

If this is something we can help you 
do, we’d love to assist. Get in touch. 

This is how you can get in touch with us:

Submit Your Questions Here:Submit Your Questions Here:
info@meetingtreecomputer.com
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